CHAPTER

Configuring VLANs

This chapter describes how to configure VLANSs on the Cisco 910 Industrial Routers (hereafter referred
to as the router). It includes information about VLAN membership modes, VLAN configuration modes,
and VLAN trunks.

The chapter consists of these sections:
e Understanding VLANS, page 8-1
e Configuring VLANS, page 8-1
e Assigning Static-Access Ports to a VLAN, page 8-2
e Displaying VLANS, page 8-3
e Configuring VLAN Trunks, page 8-3

Understanding VLANs

A VLAN is a switched network that is logically segmented by function, project team, or application,
without regard to the physical locations of the users. VLANSs have the same attributes as physical LANs,
but you can group exit stations even if they are not physically located on the same LAN segment. Any
switch port can belong to a VLAN, and unicast, broadcast, and multicast packets are forwarded and
flooded only to exit stations in the VLAN. Each VLAN is considered a logical network, and packets
destined for stations that do not belong to the VLAN must be forwarded through a router or a switch
supporting fallback bridging. VLANS are identified by a number from 1 to 4094.

Configuring VLANs

You configure VLANSs in vlan global configuration command by entering a VLAN ID. Enter a new
VLAN ID to create a VLAN, or enter an existing VLAN ID to modify that VLAN. When you have
finished the configuration, you must exit VLAN configuration mode for the configuration to take effect.
You can enter the copy running-config startup-config privileged EXEC command to save the
configuration in the startup configuration file. To display the VLAN configuration, enter the show vlan
privileged EXEC command.
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Creating or Modifying a VLAN

Beginning in privileged EXEC mode, follow these steps to create or modify an Ethernet VLAN:

Command Purpose

Step1  configure terminal Enter global configuration mode.

Step2  vlan vian-id Enter a VLAN ID, and enter VLAN configuration mode. Enter a new
VLAN ID to create a VLAN, or enter an existing VLAN ID to modify
that VLAN.

Step3  exit Return to privileged EXEC mode.

Step4  show vlan Verify your entries.

Step5  copy running-config startup config (Optional) This saves the configuration in the switch startup
configuration file.

This example shows how to create VLAN 20:

Router# configure terminal
Router (config) # vlan 20
Router (config-vlan)# exit

Deleting a VLAN

Beginning in privileged EXEC mode, follow these steps to delete a VLAN on the switch:

Command Purpose
Step1  configure terminal Enter global configuration mode.
Step2  no vlan vian-id Remove the VLAN by entering the VLAN ID.
Step3  exit Return to privileged EXEC mode.
Step4  show vlan Verify the VLAN removal.
Step5  copy running-config startup config (Optional) This saves the configuration in the switch startup
configuration file.

Assigning Static-Access Ports to a VLAN
~

Note If you want to assign an interface to a VLAN that does not exist, create the new VLAN first. (See the
“Creating or Modifying a VLAN” section on page 8-2.)

Beginning in privileged EXEC mode, follow these steps to assign a port to a VLAN:

Command Purpose
Step1  configure terminal Enter global configuration mode
Step2  interface interface-id Enter the interface to be added to the VLAN.
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Command Purpose
Step3  switchport mode access Define the VLAN membership mode for the port (Layer 2 access
port).
Step4  switchport access vlan vian-id Assign the port to a VLAN. Valid VLAN IDs are 1 to 4094.
Step5  exit Return to privileged EXEC mode.
Step6  copy running-config startup-config (Optional) Save your entries in the configuration file.

This example shows how to configure a port as an access port in VLAN 2:

Router# configure terminal

Router (config)# interface gigabitethernet 0/1
Router (config-if)# switchport mode access
Router (config-if)# switchport access vlan 2
Router (config-if)# exit

Displaying VLANs

Use the show vlan privileged EXEC command to display a list of all VLANSs on the router. The display
includes VLAN status, ports, and configuration information.

Configuring VLAN Trunks

These sections contain this information:
e Trunking Overview, page 8-3

e Configuring an Ethernet Interface as a Trunk Port, page 8-4

Trunking Overview

A trunk is a point-to-point link between one or more Ethernet interfaces and another networking device such
as a router or a switch. Ethernet trunks carry the traffic of multiple VLANSs over a single link, and you can
extend the VLANS across an entire network. The router supports IEEE 802.1Q encapsulation.

You can configure a trunk on a single Ethernet interface or on an EtherChannel bundle.

Ethernet trunk interfaces support different trunking modes (see Table 8-1). You can set an interface as
trunking or nontrunking.

Table 8-1 Interface Modes

Mode Function

switchport mode access Puts the interface (access port) into permanent nontrunking mode and negotiates to
convert the link into a nontrunk link. The interface becomes a nontrunk interface
regardless of whether or not the neighboring interface is a trunk interface.

switchport mode trunk Puts the interface into permanent trunking mode and negotiates to convert the
neighboring link into a trunk link. The interface becomes a trunk interface even if the
neighboring interface is not a trunk interface.
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Configuring an Ethernet Interface as a Trunk Port

These sections contain this configuration information:

e Configuring a Trunk Port, page 8-4
e Defining the Allowed VLANSs on a Trunk, page 8-4
e Configuring the Native VLAN for Untagged Traffic, page 8-5

Configuring a Trunk Port

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6
Step 7

Defining the Allowed VLANSs on a Trunk

Step 1
Step 2

Step 3
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Beginning in privileged EXEC mode, follow these steps to configure a port as a trunk port:

Command

Purpose

configure terminal

Enter global configuration mode.

interface interface-id

Specify the port to be configured for trunking, and enter interface
configuration mode.

switchport mode trunk

Set the interface in permanent trunking mode and negotiate to convert the
link to a trunk link even if the neighboring interface is not a trunk
interface.

switchport access vlan vian-id

(Optional) Specify the default VLAN, which is used if the interface stops
trunking.

switchport trunk native vlan vian-id

Specify the native VLAN for IEEE 802.1Q trunks.

exit

Return to privileged EXEC mode.

copy running-config startup-config

(Optional) Save your entries in the configuration file.

To reset all trunking characteristics of a trunking interface to the defaults, use the no switchport trunk
interface configuration command. To disable trunking, use the switchport mode access interface
configuration command to configure the port as a static-access port.

By default, a trunk port sends traffic to and receives traffic from all VLANs. All VLAN IDs, 1 to 4094,
are allowed on each trunk. However, you can remove VLANSs from the allowed list, preventing traffic
from those VLANS from passing over the trunk.

If a trunk port with VLAN 1 disabled is converted to a nontrunk port, it is added to the access VLAN. If
the access VLAN is set to 1, the port will be added to VLAN 1, regardless of the switchport trunk
allowed setting. The same is true for any VLAN that has been disabled on the port.

Beginning in privileged EXEC mode, follow these steps to modify the allowed list of a trunk:

Command

Purpose

configure terminal

Enter global configuration mode.

interface interface-id

Specify the port to be configured, and enter interface configuration
mode.

switchport mode trunk

Configure the interface as a VLAN trunk port.
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Command Purpose

Step4  switchport trunk allowed vlan {all | (Optional) Configure the list of VLANSs allowed on the trunk.

none | vian-list ) The vian-list parameter is either a single VLAN number from 1 to 4094

or a range of VLANSs described by two VLAN numbers, the lower one
first, separated by a hyphen. Do not enter any spaces between
comma-separated VLAN parameters or in hyphen-specified ranges.

All VLANSs are allowed by default.

Step5  exit Return to privileged EXEC mode.

Step6  copy running-config startup-config (Optional) Save your entries in the configuration file.

To return to the default allowed VLAN list of all VLANS, use the no switchport trunk allowed vlan
interface configuration command.

Configuring the Native VLAN for Untagged Traffic

A trunk port configured with IEEE 802.1Q tagging can receive both tagged and untagged traffic. By
default, the switch forwards untagged traffic in the native VLAN configured for the port. The native
VLAN is VLAN 1 by default.

Note  The native VLAN can be assigned any VLAN ID.

Beginning in privileged EXEC mode, follow these steps to configure the native VLAN on an
IEEE 802.1Q trunk:

Command Purpose
Step1  configure terminal Enter global configuration mode.
Step2  interface interface-id Define the interface that is configured as the IEEE 802.1Q trunk, and

enter interface configuration mode.

Step3  switchport trunk native vlan vian-id Configure the VLAN that is sending and receiving untagged traffic
on the trunk port.

For vlan-id, the range is 1 to 4094.

Step4  exit Return to privileged EXEC mode.

Step5 copy running-config startup-config (Optional) Save your entries in the configuration file.

To return to the default native VLAN, VLAN 1, use the no switchport trunk native vlan interface
configuration command.

If a packet has a VLAN ID that is the same as the outgoing port native VLAN ID, the packet is sent
untagged; otherwise, the switch sends the packet with a tag.
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